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Why Password
Management Matters

Password management may seem like a
simple process, but it remains the
leading cause of data breaches for
businesses.

81% of all data breaches are caused by
weak or stolen passwords.

A small business in the UK is
successfully hacked every 19 seconds.

Cyber breaches cost the average small
business £25,700 in basic ‘clear up’
costs every year.

Your passwords could be available on
the ‘Dark Web' if any platform you use
suffers a breach.
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Password Management
Tool - Key Features
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Password Management

The tool automatically suggests and
remembers unique and strong
passwords for employees.

When the website is accessed, the
tool will fill in the password without
the employee needing to copy and
paste.

In the case of shared passwords,
businesses can choose to prevent
employees from ever seeing the
password, whilst still being able to
use it when logged into the tool.
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Policy Enforcements

The policy enforcement feature
means that staff must set passwords
based on rules set by the business.

For example, the tool can be
configured so that when creating a
password, staff must ensure it is
unique to other passwords they have
saved and at least 8 characters in
length.
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Encrypted Vault

An encrypted vault is available to
every user which can be used to
store information such as

passwords, files and payment details.

In the event of an employee forgets
their password, the vault can be
transferred to a dedicated account
so the data is not lost.

Should an employee leave, the
business can close the vault so that
they no longer have access to the
passwords in their vault.
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Security Audit

The security audit feature provides
users with insights into their overall
passwords security, giving them a
score based on all the passwords
stored within the tool.

The security audit will flag any
passwords that are reused or weak.

This individual score feeds into a

score for the organisation which can
be used to enforce internal controls
and maintain compliance standards.
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Role Based Controls

With role based controls, your
organisation can ensure that access
to software and applications is only
granted to those that require it.

Restricting access to those that need
it improves traceability of access and
reduces the risk of a breach.

Passwords can be shared amongst
individual users or a whole team as
required.
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Other Features Include

o Secure file storage

P Two-Factor Authentication

0O B u | It | Nn Mmu |t| _fa Cto ra uth e ntl Catl on Two-Factor Authentication provides an extra layer of protection against

unauthorized access by requiring a second code verification upon activating a
new device.

o Version control and record history Google and Microsoft Authenticator (TOTP) =
o Robust admin console

o Zero-Trust and Zero-Knowledge
security architecture GYYDSAUAYTQGS2TF

Please scan this QR code with your Google Authenticator or TOTP app and
then enter the verification code that appears.

o Record-level encryption

Please enter the code in your Google Authenticator or TOTP app.

o Works seamlessly across all
devices

o Set up and managed by our expert
team

AbSOIUter PC Absolutely PC | 0117 975 9523 | support@absolutelypc.co.uk 9
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Benefits To Your
Organisation

Reduces the risk of a data breach.

No need to change passwords when
an employee leaves, simply remove
their access.

No more sharing passwords, writing
them down or saving in a low security
shared document such as a
spreadsheet.

Eliminate usage of weak or easy to
guess passwords in your business.

Only those that need access have
access - enabling more robust security
auditing and better traceability.

Absolutely PC Absolutely PC | 0117 975 9523 | support@absolutelypc.co.uk 10
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What Our Customers Say

The charity | work for has been
using Absolutely PC for a few
years now, and | have been very
impressed with their service,
professionalism, and efficiency.

Absolutely PC
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| have worked closely with
Absolutely PC for a number of
years. The service they offer is

friendly and professional.

| would certainly recommend this
company. | have used Absolutely
PC for my company IT support
for several years now. | can't fault
them at all.
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